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e ISO/IEC 27005 ISMS Risk Management
o MIWIANNABIMIAIUANINN LA ADANY
o MITTYUAzUITIUAMUYAAINIILAZADOUTT UL
e MIEENITMIIAMINUABANAWY

A o 4
o laBnYAMIUANLAZIIUATEYNA

3. w1931 ISO/IEC 17799

P ]
. 103%U 11y 1IATIU ISO/IEC 17799 : 2005
. ulseanuilasans

(% 9 9
. M99 1ATIAT NATUATAUNS
. MIIANINTNIINT
. msvamsanuilasanediuiynains
. msiamsanulasafeiFinienIn uazduaaon
. mMyvamsnumsdeaisuazilfiams

Y K

. MIAIVAVMTIVID
. MIVAMIRAUAZTNFITI
. MavTrsIamsnumstilam
o Compliance

4. MmN 1ISONEC 17799 lililsvgnd

. uuziiimsiinlu 149
9
. ABUFIA 11aZNTIAND
J ISO/IEC 18044 Information Security Incident Management

. M3danszuIuMsaoadedilayri (Incident)
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. aj1uazeniliy
. ooy

M0 5.2 viangas

IAS1. Fundamental Aspects

Minimum core coverage time : 6 hours

IAS2. Security Mechanisms (Countermeasures)

Minimum core coverage time : 10 hours

Topics : History and Terminology
Security Mindset (reasoned paranoia)
Design Principles (Defense in Depth)
System/security Fife-cycle
Security implementation mechanisms
(gates, guards, guns ; cryptography)
Information assurance and analysis model
(MSR model * ; threats ; Vulnerabilities ;
attacks ; countermeasures)

Disaster recovery (natural and man - made)

Forensics

Topics : | Cryptography
Cryptosystems
Keys : symmetric & asymmetric
Performance (software / hardware)
Implementation
Authentication
“Who you are, what you have, what you
know”
Redundancy

Intrusion Detection

IAS3. Operational Issues

Minimum core coverage time : 6 hours

IAS4. Policy

Minimum core coverage time : 6 hours

Topics : Trends

Auditing

Cost / benefit analysis
Asset Management
Standards

Enforcement

Legal issues

Disaster recovery (natural and man — made)

Topics : | Creation of Policies
Maintenance of Policies
Prevention

Avoidance

Incident Response (Forensics)

Domain integration (physical, network,

internet, etc.)

IASS. Operational Issues

Minimum core coverage time : 6 hours

IAS6. Security Domains

Minimum core coverage time : 6 hours

Topics : Social Engineering
Denial of Service
Protocol attacks
Active attacks

Buffer Overflow Attacks

Malware (Viruses, Trojan Horses, Worms)

Topics : Human — Computer Interaction
Information Management
Integrative Programming
Networking

Program Fundamentals

Web Systems

Physical Plant
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IAS7. Forensics

Minimum core coverage time : 2 hours

IASS8. Information States

Minimum core coverage time : 6 hours

Topics :

Legal Systems

Digital Forensics and its relationship to other
Forensic disciplines

Rules of Evidenced

Search and Seizure

Digital Evidence

Media Analysis

Topics :

Transmission
Storage

Processing

IAS9. Security Services

Minimum core coverage time : 6 hours

TAS10. Threat Analysis Model

Minimum core coverage time : 6 hours

Topics :

Availability

Integrity

Confidentiality

Authentication (source reliability)

Non — repudiation

Topics :

Risk assessment

Cost benefit

IAS11. Vulnerabilities

Minimum core coverage time : 6 hours

Topics :

Perpetrators

Inside attacks

External attacks

Black Hat

White Hat

Ignorance

Carelessness

Network

Hardware (design, implementation,
installation, etc,)

Physical
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1)
2)
3)
4)
5)
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1 4
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o
M3 1% PKI Tueedns
o Y o o [ A ]
msnauu Teueaiuanulasansdimsunsovie

a 4 a [ {
MIAATIZHUASUTHITIAMTANUTE

4. P@PINMILIHITIAMINIZLINNIURE TR asaAsY

1)
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ﬁﬁﬂﬁ;ﬂiﬁ]ﬂ@‘ﬂiu ISMS 2701 : ﬂﬂiJg]J’fNﬂﬁ
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wangasHneDsu ISMS 2703 : msii T 14
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WANGATHNODTN ISMS 2706 : M35 UT0AFIUL
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End User
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2% Information Assurance and Security
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¥oWALIT IMaanuiuaslasadeniniluivuaenrieonvszilunangasinuny
(Core Course)
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Math Of Science in Cybersecurity
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MIVIHI5IATINIAU Security Professional Certificate
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[ % o [ I
gousUFInULaznY 1Wuenas EA7/03 ved European Co-Operate for Accreditation 9
o ° 4 . . @ a [ J { .
Azt lueefns Accreditation 5¥AUMA TUMITTUTR0ANTNIN Certificate ISMS
Molduasgiu ISO/EC 27001 : 2005

= Yo . Yy A s Y A Y
M3Ng 145D Certificate 9zd0alinmsasvaey ISMS vodv3Ans laodiszidu ISMS §

a I 4 ] 4 A a
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EA7/03

dauurin11n195U999 ISMS

Accreditation

Bod
v \%
Accreditation Certification Body N }A3LIN195U584
Body
Certification Body
ISO/IEC 27001 : 2005 1921514 ISMS 19 Certificate

Fuseadnlinmsgiu

ISO/IEC 27001 : 2005

ISMS
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Assesses ‘Vi?ﬂ‘lgﬁ U CISSP (Certificate Information System Professional)

72



InFIMFIAMWHUUNUN ICT Security WHITIAT 1NN AARTENT 1A Tu Tadansaumauas msaoais

CISSP
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e Accent Control System & Methodology
e Application & System Development
¢  Business Continuity Planning
e Cryptographic System
e Law, Investigation & Ethics
e  Operator Security
e Physical Security
e Security Architecture & Models
e Security Management Practice
e Telecommunication, Network & Internet Security
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5. Australian Government Information Technology Security Manual (the Defense Signals
Directorate, Department of Defenses) which are designed to enable government agencies to
achieve an assured information technology security environment
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suitably qualified information security assessors to carry out specific types of ICT security
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